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The parties addressed by this law shall comply with
the provisions of the accompanying law and its
executive regulations within one year from the date
of issuance of the executive regulations.

Article (7)

This law shall be published in the Official Gazette
and shall come into force after three months from
the following day of its publication.

This law shall be stamped with the seal of the state,
and enforced as one of its laws.
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Personal Data Protection Law
Chapter One
Definitions

Article (1)

In the application of the provisions of this Law, the
following terms shall have the meaning given to
them below:

Personal Data: any data relating to an identified
natural person, or one who is identifiable, directly or
indirectly, by reference to such data and to other data
such as a name, a voice, a photograph, an
identification number, an online identity identifier, or
any data referring to the person’s psychological,
‘medical, economic, cultural or social identity.

Processing: any electronic or technological
operation to write, collect, record, save, store, merge,
display, send, receive, circulate, publish, erase, change,
edit, retrieve, or analyze personal data using any

electronic or technological medium partially or fully.

Sensitive Data: data disclosing psychological,
mental, physiological, or genetic health, biometric or
financial data, religious beliefs, political opinions, or
security standing and, in all cases, data relating to

children is considered to be sensitive data.

Data Subject:
electronically processed personal data s attributed
which identifies them legally or factually and enables
their identification from any other person.

any natural person to whom

Holder: any natural or juristic person legally or
factually holding and retaining personal data in any
manner, or by any means of storage, regardless of
whether that person held such data initially or was
transferred such data by any means of transfer.

Controller: any natural or juristic person who has -
by virtue of the nature of his activities - the right to
obtain Personal Data and to specify the method and
criteria of retaining, processing or controlling such
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data according to a specific purpose or to his
activities.

Processor: any competent natural or juristic person
by virtue of the nature of his work, to process
Personal Data for his benefit or for the benefit of the
Controller by way of an agreement with the
Controller and in accordance with his instructions.

Grant Access: any means which serve to disclose
Personal Data to others such as by way of viewing,
circulating, publishing, transferring, using, displaying,
sending, receiving or disclosing Personal Data.

Data Security: technological and organizational
procedures and operations with the purpose of
protecting  the  privacy,
completeness of personal data.

secrecy, unity and

Personal Data Breach: any unauthorized or illegal
access to Personal Data, or any other illegitimate
operation to reproduce, transmit, distribute,
exchange, transfer, or circulate which aims to expose
or disclose such Personal Data, or damage or edit it
while itis being stored, transferred or processed.

Cross Border Movement of Personal Data: to
transfer, grant access, record, store, circulate, publish,
use, display, send, receive or retrieve Personal Data or
process such data from inside the geographic borders
of the Arab Republic of Egypt to outside of those
borders or the opposite.

Electronic Marketing:

advertisement, or

sending any message,
statement, advertisement or
marketing content, by any technological means,
which directly or indirectly aims to promote goods,
services or commercial, political, social, or charitable

requests, aimed at specific persons.

National Security Authorities: the Presidency, the
Ministry of Defense, the Ministry of Interior, the
General Intelligence Agency, and the Administrative
Control Authority.

The Center: the personal data protection center.

License: an official document issued by the Center
to juristic person granting him the right to collect,
store, transfer or process personal data electronically
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or to partake in Electronic Marketing activities, or all
of the previously mentioned activities. The License
determines the obligations of the licensee in
accordance with the rules, conditions, procedures and
technical ~ criteria

regulations. The license is issued for a period of three

specified in the executive

years, which can be renewed for a similar period.

Permit: an official document issued by the Center to
natural or juristic person granting him the right to
practice the activity of collecting, storing, transferring
or processing personal data electronically or to
partake in Electronic Marketing activities, or all of the
above or to carry out a specific task or specific tasks.
Such document determines the obligations of the
permit holder in accordance with the rules,
conditions, procedures and technical criteria specified
in the executive regulations. The permit is issued for
a temporary period not exceeding one year, which can
be renewed for more periods.

Certification: a certificate issued from the Center
indicating that the natural or juristic person has
satisfied all technical, legal and organizational
requirements specified in the executive regulations of
this law, qualifying him fo provide consultancy
services in the field of data protection activities.

Competent Minister: the competent minister in the
field of
technology.

telecommunication and information

Chapter Two
Rights of the Data Subject and the Conditions
for the Collection and Processing of the Data

Article (2)

Personal Data may not be collected, processed,
disclosed or revealed by any means except with the
explicit consent of the Data Subject or in cases
permitted by law.

The Data Subject shall have the following rights:

1. Having knowledge of, reviewing, accessing and
obtaining Personal Data belonging to them which
is held by any Holder, Controller or Processor;

2. Reversing the prior consent concerning the
retention or Processing of their Personal Data;
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3. Rectifying, editing, erasing, adding or updating his
Personal Data;

4. Limiting the Processing to a limited scope;

5. Having knowledge of any Personal Data Breach
in relation to his Personal Data; and

6. Objecting to the processing of Personal Data or
its results whenever the same contradicts with the
fandamental rights and freedoms of the Data
Subject.

With exception to item (5) of the previous paragraph,
the Data Subject shall pay the consideration for the
the service offered by the Controller or the Processor
with respect to the exercise of their rights. The Center
shall issue decisions specifying such consideration
which shall not exceed twenty thousand Egyptian
pounds.

Article (3)

The following conditions shall be fulfilled in order to
collect, Process and retain Personal Data:

1. Personal Data shall be collected for specific
legitimate purposes announced to the Data
Subject.

2. Tt shall be correct, valid and secured.

3. Tt shall be processed in a legitimate manner and in
compliance with the purposes for which it is
collected.

4. Tt shall not be retained for a duration longer than
that necessary for the fulfilment of the purpose
therefrom.

The Executive Regulations shall specify the policies,
procedures, regulations and standard criteria for the
collection, Processing, retention and security of such
data.

Chapter Three

Obligations of the Controller and the Processor

First: Controller's Obligations
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Article (4)

Without prejudice to Article (12) of this law, the
Controller shall adhere to the following:

1. Acquiring or receiving Personal Data from the
Holder or entities competent to provide such data,
as the case maybe, after obtaining the consent of
the Data Subject or in the cases permitted by law;

2. Ensuring the validity, conformity and sufficiency
of the Personal Data with the purpose of ifs
collection;

3. Setting forth the method, manner and standards

for Processing pursuant to the designated purpose,
unless the Processor has been delegated in this
respect pursuant to a written contract;

4. Ensuring the applicability of the designated
purpose for the collection of the Personal Data for
Processing purposes;

w

. Undertaking or refraining from a task that would
result in Granting Access to the Personal Data
except in the cases permitted by the law;

6. Taking all technical and regulatory procedures and
applying the standard criteria necessary for the
protection and security of Personal Data to ensure
its confidentiality non-breach, hacking, alteration
or manipulation through any illegal procedure;

7. Erasing any Personal Data at the Controller’s
Possession upon the satisfaction of the designated
purpose. In case of retention of such data for any
legitimate reason after the satisfaction of such
purpose, the data shall be retained in a form that
does not allow for identification of the Data
Subject;

8. Rectifying any error in the Personal Data
immediately upon being informed or having
knowledge of such error;

9. Maintaining records relating to Personal Data
including the description of the categories of
Personal Data held and determining persons to
whom such data shall be disclosed or with access
to the data along with the basis, duration,
restrictions, scope of such disclosure or availability
as well as the mechanism set for erasing or editing
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10.

11.

12.

the Personal Data held, or any other relevant data
related to the Cross Border Movement of Personal
Data. The record shall also include description of
the technical and regulatory procedures for Data
Security;

Obtaining a License or Permit from the Center to
handle Personal Data;

Controllers outside of the Arab Republic of Egypt
are required to appoint a representative in the Arab
Republic of Egypt in accordance with the
Executive Regulations; and

Providing the means necessary to prove the
Controller’s commitment to implementing the
provisions of this Law and enabling the Center to
conduct inspections and supervision to ensure the
commitment to such undertaking.

In case there is more than one Controller, each one
shall abide by all the obligations stipulated in this Law,
and the Data Subject shall exercise their rights
towards each Controller separately.

The Executive Regulations shall specify the policies,

procedures, regulations and technical critexia for such

obligations.

Second: The Obligations of the Processor

Article (5)

Without prejudice to Article (12) of this law, the
Processor of the Personal Data shall adhere to the
following:

1

Conducting and implementing the processing
pursuant to this its  Executive
Regulations and in accordance with the legitimate
and legal cases and based on the written
instructions from the Center or the Controller or
from any relevant person as the case may be, and

Law and

in particular, with respect to the scope of the
Processing activity, its subject, nature, and the
type of Personal Data and its conformity and
sufficiency with respect to the designated
purpose;
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o

The purpose of the Processing and the practice
thereof is legitimate and does not violate the
public order or morals;

Not exceeding the purposes of Processing and its
duration. The Controller, the Data Subject or
each relevant person, as the case may be, shall be
notified of the duration necessary for Processing;

Erasing the Personal Data following the lapse of
the Processing duration or the delivery of the data
to the Controller;

Undertaking a task or refraining therefrom, the
purpose of which is to Grant Access to the
Personal Data or the Processing results, exceptin
the cases where it is permitted by the law;

Refraining from undertaking any processing of
Personal Data that contradicts the purpose or the
activity of the Controller unless such processing
is for a statistical or educational pupose that is
non-for-profit and without prejudice to the [Data
Subject's] right to privacy;

Protecting and securing the activity of Processing,
the mediums and the electronic devices used in
Processing, as well as the Personal Data included
thereon;

Avoiding any direct or indirect violation to the
Data Subject.

Preparing a record designated for the Processing
activities that take place, provided that it includes
the Processing categories undertaken on behalf of
any Controllex, their contact details and their Data
Protection Officer, the duration of Processing its
restrictions, scope and the mechanisms set for
erasing or editing the Personal Data, as well as a
description of the technical and organizational
procedures related to the Data security and the
Processing activities;
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10. Providing the means necessary to prove the
Processor's commitment to implementing the
provisions of this Law upon the request of the
Controller and enabling the Center to conduct
inspections and to supervise in order to ensure
the commitment to such undertaking;

11. Obtaining a License or a Permit from the Center
in order to handle Personal Data.

12. Processors outside of the Arab Republic of Egypt
are required to appoint a representative in the
Arab Republic of Egypt in accordance with the

Executive Regulations.

If there is more than one Processor, each Processor
shall abide by all the obligations stipulated under this
Law, if there is no agreement to specify the
obligations and liabilities of each Processor clearly.

The Executive Regulations shall specify the policies,
procedures, regulations, conditions and technical
criteria for such obligations.

Third: Conditions of Processing
Article (6)

Electronic Processing shall be considered legitimate
and legal in the following cases:

1. If the Data Subject consents to the Processing for
the achievement of one or more specific

purpose(s).

2. If the Processing is necessary and essential for the
performance of a contractual obligation, 2 legal
action, the execution of an agreement for the
benefit of the Data Subject or the undertaking of
any procedure with respect to claiming or
defending the Data Subject's legal rights.

3. Performing an obligation regulated by the law or
an order issued by the competent investigation
authorities or based upon a court judgement.

4. Allowing the Controller to perform his
obligations or any relevant person to practice his
legitimate rights unless such matter contradicts
the basic rights and freedoms of the Data Subject.

e Ogilall 1ia o1 Badaiy delil) Sl SllSaY) Adss
G STl A8 1g ananl (e 3, (nSass @Sl s
el el

de dalaill SN e mpad o passy e Jguand!
A Al bl

& 4 Jien cats Apall e Asiar pls Flall el

Al i ) sl e cllis Appall e fspan
Adal!

LAY 2818 e IS @l wllae (e ST s Il B9
dde sgms pie Jlo g 2Uss 0silall hia 8 Lole o suail]

738 e IS Sl gianeg LAl sy

Llgeally clelaily Shabod) Al 2l saxiy
LU s A lall ulalls Sledaslls Lgyallsy

Axllall o gy 06
(6) 3sLs

Gl 5255 Jlo § Aisills de gy di 2o ASTY) Adlall uas
RN

Jal o el sz e Sl gall o al) das1sa
AST ol suma iyl Gudms

f gulad Y s (9 puay AeY Axdlall 0685 o
SULL gall pasidl lall ude oly¥ o igils cayums
o 4 Asilall Gsamlly ) Selya] ol 8,80 S

Lge plall

Tatsl)l Gaantll Slea (o ol ol Oilall aclay, ol duais
(Jlad @S e el of

o (o Hiim (63 gl o GLaliUl Ll (po @Saill (aSas
lyadly Gsandl pe 3 ey o Lo e sy id) ddsis
bl gall pas il 2l

.10

11

S




image12.jpg
Fourth: The Obligation to Notify and Inform
Article (7)

Each of the Controller and the Processor shall, as the
case may be, and upon their knowledge of the
occurrence of breach to Personal Data handled by
them, inform the Center within seventy-two hours. In
the event that this breach or violation relates to
national security protection considerations, the
notification shall be immediate. In all cases, the
Center shall immediately notify the National Security
Authorities and provide them, within seventy-two
hours from the date of knowledge, with the following:

1. A description of the nature of the breach, its
form, reasons and the approsimate number of
Personal Data affected and their records;

2. The information of the relevant Data Protection
Officer;

3. The potential consequences of the breach;

4. A description of the procedures ftaken or
proposed to be taken in order to address the
breach and limit it negative consequences;

5. Documenting any breach or violation of Personal
Data and the rectification procedures undertaken
to address the breach;

6. Providing any documents, information or data
requested by the Center.

Tn all cases, the Controller and the Processor shall, as
the case may be, shall notify the Data Subject, within
three days from the date of notification, with the
procedures undertaken [in relation to the Personal
Data Breach].

The Executive Regulations of this Law shall
determine the procedures relating to the obligation to
notify and inform.

Chapter Four

The Data Protection Officer
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First: Appointment of the Data Protection
Officer

Article (8)

The Center shall create a record for the information
of Data Protection Officers. The Executive
Regulations shall specify the conditions and
procedures for registration and the mechanisms
thereof.

The legal representative of the juristic person, with
respect to any Controller or Processor, shall appoint
within its legal entity and its personnel structure, a
competent employee to be responsible for the
protection of Personal Data, by registering such
employee in the record designated for the Data
Protection Officers held at the Center and shall
announce the same.

Natural persons who are Controllers or Processors
who is a natural person, shall be responsible for the
application of the provisions of this Law.

Second: The Obligations of the Data Protection
Officer

Article (9)

The Data Protection Officer shall be responsible for
the enforcement of the provisions of this Law, its
Executive Regulations, and the decisions of the
Center, as well as monitoring the procedures
applicable within its relevant legal entity and
supervising the application of such procedures
thereof, in addition to receiving requests related to
Personal Data, as per the provisions of this Law:

The Data Protection Officer shall, in particular,
undertake the following:

1. Petform a regular evaluation and inspection of the
Personal Data protection system and prevent its
breach as well as certify the results of such
evaluation  and  issue  the  necessary
recommendations for its protection.

2. Work as a direct contact point with the Center and
implement its decisions, with respect to the
application of the provisions of this Law.
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3. Allow the Data Subject to practice its rights as
stipulated in this Law.

4. Notify the Center of the occurrence of any
Personal Data Breach.

5. Respond to the requests presented from the Data
Subject or any relevant person and respond to the
complaints they may submit to the Center in
accordance with this Law.

6. Monitor the registration and the updating of
Personal Data record held by the Controller, or the
Processing activities record held by the Processor,
to guarantee the accuracy of the data and
information recorded therein.

7. Eliminate any transgressions related to Personal
Data within its entity and undertaking the related
rectification procedures related.

8. Organize the necessary training programs for the
employees of the relevant legal entity for their
qualifications to be in conformity with the
requirements of this Law.

The Executive Regulations of this Law shall
specify the obligations, procedures, and other tasks
that the Data Protection Officer shall perform.

Chapter Five

(The Procedures of Granting Access to Personal
Data)

Article (10)

The Controller, Processor or Holder shall, upon
request, grant access to the Personal Data under the
following procedures:

1. The request shall be in written form and
submitted by a relevant person or according to a

legal deed.
2. Examine the documents necessary to be
submitted to be granted access to the Personal

Data and retain such documents.
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3. Adecision shall be made in relation to the request
and its supporting documents within six working
days as of the date of its submission. The lapse of
the mentioned period without any decision shall
be considered a rejection.

Article (1)

Digital evidence derived from Personal Data pursuant
to the provisions of this Law, shall have the same
evidential weight as evidence derived from written
data and information, provided that it fulfils the
criteria and technical conditions mentioned in the
Executive Regulations.
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Chapter Six
Sensitive Data

Article (12)

The Controller or the Processor whether, a natural or
prohibited ~from
transferring, storing, saving, Processing Sensitive
Personal Data, or Granting Access to such Personal
Data escept by virtue of a License issued from the
Center.

jutistic  person,  is collecting,

With esception to the cases authorized by Law, the
Controller or the Processor must obtain the explicit
wiitten consent of the Data Subject.

In case of undertaking any of the above activities in
relation to children data, the legal guardian's consent
is required.

The participation of a child in a game, competition or
any other activity shall not be conditioned on the
submission of the child's Personal Data in excess of
that which is required for participation therein.

This Article shall be applied in accordance with the
criteria and regulations specified by the Executive
Regulations.

Article (13)

In addition to the obligations mentioned in Article (9)
of this Law, the personnel in charge of secusing the
Personal Data held by the Controller or the Processor
shall follow and implement the secusity policies and
procedures necessary for avoiding any breach or
violation of Sensitive Data.

Chapter Seven

Cross Border Movement of Personal Data

Article (14)

Transferring or sharing, or storing of Personal Data
that is collected or prepared for Processing, o a
foreign country, shall be prohibited unless such
country guarantees a level of protection of Personal
Data, that does not fall below that which is stipulated
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under this Law, and subject to obtaining a relevant
License or Permit from the Center.

The Executive Regulations of this Law shall specify
the policies, criteria, regulations and rules necessary
for transferring, sharing, Processing or Granting
Access to Personal Data across borders and its
security thereof.

Article (15)

Notwithstanding Article (14) of this Law, in the event
the direct consent of the Data Subject or his
representative is obtained, transferring, sharing,
circulating or Processing Personal Data to a country
that does not offer the level of Protection stipulated
in the previous article, may take place in the following

cases:

1. To protect the life of the Data Subject and
provide them with medical care or treatment or
the operation of health services.

2. To perform obligations in order to prove the
existence of a legal right or to exercise or defend
such right before the judiciary.

3. To fulfill or execute an agreement entered into or,
to be entered into, between the Processor and
third parties, for the benefit of the Data Subject.

4. To perform a procedure relating to international
judicial cooperation.

5. When necessary, or requited by law, in order to
protect the public interest.

6. To transfer money to another country pursuant
to laws of that country which are specific and in
force.

7. If the transfer or circulation is pursuant to a
bilateral or multilateral international agreement
that Egypt is a party thereto.

Article (16)
The Controller or the Processor may, as the case may

be,
Controller or Processor outside the Arab Republic of

, Grant Access to Personal Data to another
Egypt by virtue of a License from the Center
provided that the following conditions have been
met:
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1. If there is conformity between the nature of work
of either of the Controllers or Processors, or
unity between the purpose for which they obtain
the Personal Data.

2. Tf either of the Controllers or Processors, or the
Data Subject, have a legitimate interest in the
Personal Data.

3. The level of legal and technical protection of the
Personal Data offered by the Controller or
Processor abroad shall not fall below the level of

protection provided in the Arab Republic of
Egypt.

The Executive Regulations of this Law shall specify
the necessary conditions, procedures, safeguards,
criteria and rules.

Chapter Eight
Electronic Marketing

Article (17)
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direct marketing to the Data Subject shall be
prohibited unless the following conditions are met:

1. Obtaining the consent of the Data Subject.

2. The communication shall include the identity of its
creator and sender.

3. The sender shall have a valid address in order to be
reached.

4. The communication must indicate that its purpose
is direct marketing.

5. Setting clear and uncomplicated mechanisms to
allow the Data Subject to refuse electronic
communication or to withdraw his consent to
receiving such communication.
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Article (18)

The sender of any electronic communication for the
purpose of direct marketing shall undertake the
following:

1. Specifying a defined marketing purpose.

2. Not disclosing the contact details of the Data
Subject.

3. Maintain electronic records evidencing the consent
of the Data Subject to receive
Marketing communication and any amendments
thereof, or their non-objection to its continuity for
a duration of three years from the date the last
communication has been sent.

Electronic

The Executive Regulations shall set forth the
necessary rules, conditions, and regulations related to
direct Electronic Marketing,

Chapter Nine
Personal Data Protection Center

Article (19)

A public economic authority, named the "Personal
Data Protection Center" shall be established under
the authority of the Competent Minister and shall
have a legal personality, and its headquarters shall be
in Cairo or one of its neighboring governorates. Such
authority shall aim to protect Personal Data and
regulate the activities of Processing and Granting
Access to such Personal Data. It shall practice all the
competences stipulated in this Law for the purpose of
achieving its objectives. Particularly, such authority
has the right to the following:

- Setting and developing the policies and strategic
plans as well as the programs necessary for
protecting Personal Data and their execution
thereof.

- Unifying the policies and plans to secure and
Process Personal Data within the Arab Republic
of Egypt.
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Setting and applying the decisions, regulations,
safeguards, procedures and criteria related to the
protection of Personal Data.

Setting 2 guidance framework for the behavior
blogs related to the protection of Personal Data
and the approval of the behavior blogs of
different entities.

Organizing and cooperating with all the entities,
governmental and non-governmental bodies in
guaranteeing Data  protection
procedures and communicating with all related
imtiatives.

Personal

Supporting the development of the competence
of the personnel working in all the governmental
and non-governmental entities that work on the
protection of Personal Data.
Issuing licenses, permits, certifications and
various measures related to the protection of
personal data and apply the provisions of this
Law.

Accrediting entities or individuals and granting
them permits to provide consultation in relation
to Personal Data protection measures.

Receiving complaints and communications
related to the provisions of this Law and issuing
the necessary related decisions.

Commenting on various draft laws and
international agreements that relate to, regulate, or
the provisions of which dizectly ot indirectly have

an effect on, Personal Data.

Controlling and investigating the addressees of
the provisions of this Law, and take the necessary
legal procedures.

Verifying the conditions of Cross Border
Movement of Personal Data and taking decisions
governing such movements.

Organizing conferences, workshops, training and
educational courses and issuing publications to
raise awareness and fo educate individuals and
entities about their rights in relation the Personal
Data.

elalls el ¥y laally Laylsally clylyall suudass sy
Apasall SUld) e Al

Sl Blems dolsd] gludl Sligal goliy] i) puss
Aaliall aladl sl sl mligoe slerely duasn all

by AuegSall B3a¥ly cleall BE e olarlly sl
Grandll Sbld) Gle Sleha] oles @ Al
Alall 25 sl 26 e Jualsilly

Sled) 2§ Aalal) il 1Sl BelaS sl e
el S UL Tles e 2alal dasSall s dasSal)

aalisll pladlly wlaslslly mubadll si pausldll ol
(Osilall 1ia oIS Badats Apas il mbiled) Alazy 2alasl]

(el o 2l @1 psbiatl] @ing csl,3¥1 gf el slazel
Asan ) UL Ales clelya] § ol

Saly ogilall I a1 aalacll Sledlly golSall als
Lol g Al alall

sl mlialas¥ly aabisll cuilsall Silegyiin § gl el
A 5l 8yilin Bygeas Luoguai (wSais ol Blass of lass &l

Lol 3,4l
sl cogilall i pBal oablel) e iasadlly 208,00

Al Bsgilall el o

hhall saily syl pe bl 3S,m Ligys e anll
AJaalall

cAgagatlly dupud) Slhsdls Joall (s wlyeshl elsis
Js= ailally shal cauatally poll il cilesulall slaly
Apmsall SUldl e Jalatlly 3lan Logd o dgia





image21.jpg
Providing all types of expertise and advice related
to the protection of Personal Data, in particular
to investigative authorities and the judiciary.

Entering info agreements and memorandums of
understanding, coordination, cooperation, and
knowledge  exchange with
international entities which are relevant to the
Center's work, and in accordance with the rules
and regulations set forth in this regard.

agreements,

Tssuing circulars which update the Personal Data
protection measures, in accordance with the
activities of different sectors and with the Center's
recommendations.

Preparing and issuing an annual report on the
status of protection of Personal Data in the Arab
Republic of Egypt.

Article (20)

The Center shall have a board of directors chaired by
the Competent Minister and a member of each of the

following:

1. A representative of the Ministry of Defense
chosen by the Minister of Defense.

2. A representative of the Ministry of Interior
chosen by the Minister of the Interior.

3. A representative of the General Intelligence
Service chosen by the Head of the Agency.

4. A representative of the Administrative Control
Authority selected by the Chairman of the
Authority.

5. A representative of the Information Technology
Industry Development Authority chosen by the
Chairman of the Board of Directors of the
Authority.

6. A representative  of  the  National
Telecommunications ~ Regulatory — Authority
chosen by the Chairman of the Authority.

7. The Center's Chief Executive Officer.

8. Three experts chosen by the Competent Minister.

SUL Bleny Aalasl) mllazaly Sasdl glail LIS @
Aplasl sy Gamtll sl as¥l ey dpan il

oy Oglaslly Gewislly palaall =l Siay bl ol

aelsalllasy LI Jany Aliall o3 Adsal) Sl o lasl)
oladllda 55,8l clel2¥ls

Bolsi Loy ol ey Sy Bualiel) lpgll sl
Ll 36U Slingis aalial) clellaal e isi po

Hasn ) ULl Bles Ul (e Goi i Jlals shic)

Ayl jime Bjsen §

(20) 35k

g pmiill s il (S sl e 35000555

Lol s nylums g Laal) B39 e Jtea

Al 3 0yl Auks Il 8505 e Jtan

el ety o5l Aelall il e oo Jten

) oty oolis 1Y A8 Ais (o2 Jien

oty 85l Slaglall Lo lgiG el et Aiia (0o Jtos
I3y pulma

e sty ol SHLat¥] s agal) Sledl e Jhoa
Sl 8513
Sl gisaiall syl

comtidl sl sl Bl g9d (e A

o




image22.jpg
The board of directors’ membership shall be ofa term
of three years, subject to renewal. A Decree from the
Prime Minister shall establish the board of directors
and determine the financial treatment of its members.

The board of directors may form amongst its
members, one or more committees assigned to them
on a temporary basis, and may delegate the Chairman
of the Board or the Chief Executive Officer of the
Center in some of its competencies.

Article (21)

The Center's board of directors shall be the dominant
authority over its affairs, It may take whatever
decision it deems necessary in pursuance of the
purposes of the Center, the Law and its Regulations,
and in particular the following:

- Adopting the necessary policies, strategic plans
and programs for the protection of Personal Data.

- Approving the regulations, controls, measures
and standards for the protection of Personal Data.

- Approving international ~cooperation  and
knowledge eschange plans with international

entities and organizations.

- Approving the organizational structure, the
financial and administrative regulations, the
human resouces and the annual budget of the
Center.

- Approving the establishment of the Center's
offices or branches all over the Republic.

- Accepting grants, funds and donations necessary
to achieve its purposes after obtaining the
approvals required by law.

Article (22)

The board of directors of the Center shall meet upon
the invitation of its Chairman at least once every
month, and whenever necessary. The meeting shall be
valid in the event the majority of board members
attend. Resolutions shall be issued by a two thirds
in attendance. The

majority of the members
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Chairman may invite any person to attend the
meeting without exercising a right to vote.

Article (23)

The Center shall have a chief executive officer who
shall be appointed and whose financial treatment shall
be determined by a decree of the Prime Minister,
upon the proposal of the Competent Minister, for a
term of four years, open to renewal once.

The chief executive officer shall be responsible in
front of the board of directors for the technical,
administrative and financial dealings of the Center,
and shall represent the Center in its dealings with
third parties and before the judiciary.

The chief executive officer, enjoys in particular the
following competencies:

1. Supervising the implementation of the board of
directors' resolutions.

2. Managing and supervising the work of the
Center, and its dealings.

3. Submitting periodic reports to the board of
directors on the Center's activity, work progress,
and in relation to what has been achieved in
accordance with the objectives, plans, and
programs developed, and identify the obstacles to
performance, and the solutions proposed to
address them.

4. Exercising other competencies determined by the
Center's regulations.

5. Taking all necessary actions to enforce all the
fanctions and competences of the Center
mentioned in Article (21) of this Law.

The Chief Executive Officer shall be assisted by a
sufficient number of experts, technicians and
administrators in accordance with the organizational

structure of the Center.

Article (24)

The members of the board of directors of the Center
and its employees shall be prohibited from disclosing
any of the provisions of this Law, Documents, or data
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relating to cases monitored or examined by the
Center, or which are submitted or circulated during
the examination or issuance of decisions thereto. This
obligation shall remain in force after the termination
of the relationship with the Center.

In all cases, the information, records, documents and
data referred to may only be disclosed to the
investigating authorities and judicial authorities.

Article (25)

The Center, in coordination with the competent
authorities, may cooperate with its counterparts in
within  the

international, regional and bilateral cooperation

foreign  countries, framework  of
agreements or ratified cooperation protocols or in the
application of the principle of reciprocity, in order to
protect Personal Data and verify the extent of
compliance with the law by Controllers
Processors outside Egypt. The Center shall operate to

and

exchange data and information in a maner that will
ensure the protection of Personal Data and the non-
violation thereof, as well as assisting in the
investigation of violations and relevant crimes and
tracking the perpetrators.

Chapter 10
Licenses, Permits and Certifications

First: Types of Licenses, Permits and
Certifications

Article (26)

The shall

Certifications as follows:

Center issue Licenses, Permits or

1. The Center shall classify and determine the types
of Licenses, Permits and Certifications, and
establish conditions for each type thereof, in
accordance with the provisions of the Executive
Regulations.

2. Tssuing the License or Permit for the Controller
or Processor to perform data safeguarding,
handling and Processing opemtions  in
accordance with this Law.
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3. Tssuing Licenses or Permits for direct Electronic
Marketing.

4. Tssuing Licenses or Permits for Processing of
Personal Data undertaken by associations, unions
or clubs for the members of these entities and in
the framework of their activities.

5. Tssuing Licenses or Permits for means of visual
surveillance in public places:

6. Tssuing Licenses or Permits for the control and
processing of Sensitive Data.

7. Tssuing Permits and Certifications for individuals
and entities to allow them to provide consultancy
services on procedures for the protection of
Personal Data and compliance procedures.

8. Issuing Licenses and Permits for the Cross-
Border Movement of Personal Data.

The executive regulations shall specify the types,
specifications,  levels, ~ Permits,  Licenses,
Certifications, procedures and conditions of issuance
and forms used, and this in return for no more than
two million pounds for issuance of the License, and
no more than five hundred thousand pounds for
issuance of a Permit or Certification.

Second: The Procedures of Issuance of
Licenses, Permits and Certifications

Article (27)

Applications for Licenses, Permits And Certifications
shall be submitted on the forms produced by the
Center attaching all supporting documents and
information requested to be submitted, with proof of
the applicant's financial ability and his ability to
implement the requirements and technical standards
stipulated, a decision shall be taken in relation to the
request within a period not exceeding ninety days
from the date of completing all the documents and
information. If such period is exceeded, the request
shall be considered rejected.

The Center may request other data, papers or
documents to take a decision in relation to the
request, and has the right to request the submission
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of additional guarantees for the protection of
Personal Data if the documents submitted prove that
the guarantees submitted are insufficient.

The Controller or the Processor may have more than

one License or Permit according to the type of
Personal Data he handles.

Third: Amendments of the License and Permit
Conditions

Article (28)

In accordance with public interest considerations, the
Center may amend the License or the Permit
conditions after its issuance in any of the following

cases:

1. Respond to relevant international, regional or
national laws.

2. At the request of the licensee.

3. The merger of the Controller or the Processor
with others inside or outside the Arab Republic
of Egypt.

4. If the amendment is necessary to achieve the

objectives of this Law.

Fourth: Cancellation of the Licenses, Permits
and Certifications

Article (29)

The Center may cancel the License, Permit or
Certification after its issuance in one of the following

cases:

1. Breach of the License, Permit or Certification.

2. Non- payment of the License, Permit or
Certification renewal fees.

3. Repeated non-compliance with the Center’s
decisions.

4. Assignment of the License, Permit or
Certification to others without the Center’s
approval.
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5. Tssuance of a bankruptcy judgment in relation to
the Controller or the Processor.

Fifth: Administrative Sanctions
Article (30)

Without prejudice to civil and criminal Liability
provisions under the law, the Center's chief executive
officer shall send the violator a warning and grant him
a period to stop the violation and remove its causes
and effects. If the period lapses without the violator
abiding by the contents of the warning, the Center’s
board of directors shall issue a reasoned decision of
the following:

1. Awarning of the partial or total suspension of the
License, Permit or Certification for a specified
period.

2. Suspension of the License, Dermit or

Certification in part or in whole.

3. Cancellation or revocation of the License, Permit
or Certification in part or in whole.

4. Publishing a statement of the violations proven
against the violator in one or more media means
with a far-reaching audience, the cost of which
shall be borne by the violator.

5. Subjecting the Controller or the Processor to the
Center’s technical supervision to ensure the
protection of Personal Data at his own cost, as

applicable.
Chapter 11
The Budget and the Financial Resources of the
Center
Article (31)

The Center has a special budget that is prepared based
on the model of economic authorities in accordance
with the rules determined by the Center’s regulations
and following the of the

accounting without  being
governmental rules or systems. The Center's fiscal
year starts and ends with the state's fiscal year. The
Center has its own bank account at the Central Bank
of Egypt in which its funds are deposited. The Center
may open an account in any commercial bank after
the approval of the Minister of Finance. The Center's
budget surplus shall be transferred on a year-to-year

ules standardized

system, subject to
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basis. Disbursement of the Center's fands shall be
made in accordance with the financial regulations and
in the areas determined by its board of directors, and
its sources of funding consist of the following:

1. Tts allocated share from the budget of the
Information Technology Industry Development
Agency.

2. One third of the proceeds of fines imposed in the
application of the provisions of this Law,

The cost of the services provided by the Center

4. Tssuance fees for Licenses, Permits and
Certifications and the value of financial
settlements

5. Return on the Center's invested capital

6. Grants, donations and gifts accepted by the board
of directors

Chapter 12
Requests and Complaints

First: Requests

Article (32)

The Data Subject and any relevant person may submit
a request to any Holder, Controller or Processor to
exercise his rights stipulated by this Law and the party
receiving such request is committed to replying within
six working days from the date of submission.

Second: Complaints
Article (33)

Without prejudice to the right initiate judicial
proceedings; the Data Subject and any relevant
person has the right to submit a complaint in any of
the following cases:

1. Infringement or breach of the right to the
protection of Personal Data.

2. Failure to enable the Data Subject to exercise his
sights.
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3. In relation to the decisions issued by the Data
Protection Officer for the Personal Data held by
the Processor or the Controller in relation to the
requests submitted thereunder.

The complaints are submitted to the Center who has
the right to take the necessary investigative actions.
The decision shall be issued within thirty working
days from the day of submission. The person
submitting the complainant and the counterparty
shall both be notified with the decision.

The person against whom the complaint was
submitted shall execute the Center's decision within
seven working days from the notification date and
notify the Center of such execution.

Chapter 13
Judicial Seizure

Article (34)

The Center's employees, selected by a decision of the
Minister of Justice upon the proposal of the
Competent Minister, shall have powers of judicial
seizure in relation to violations of this Law.

Chapter 14

Crimes and Sanctions

Article (35)

Without prejudice to any sanctions mentioned under
any other law and without prejudice to the injured
party's right to seek damages, the following articles
stipulate the sanctions for violations under this Law.

Article (36)
Anyone, who collected, Processed, disclosed,
Granted Access or circulated Personal Data by any
means except in the cases authorized by law, or
without the consent of the Data Subject, shall be
penalized with a fine not less than one hundred

thousand Egyptian Pounds and not esceeding one
million Egyptian Pounds.
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The Penalty shall be imprisonment for a period not
less than 6 months, and a fine not less than two
hundred thousand Egyptian Pounds and not
exceeding two million Egyptian Pounds in the event
that the above is committed in exchange for obtaining
a material or moral benefit or with the intention of

exposing the Data Subject to danger or harm.

Article (37)

Each Holder, Controller or Processor who refused
without legal justification, to let the Data Subject
exercise his rights, stipulated in Article (2) of this Law,
shall be sanctioned with a fine not less than hundred
thousand Egyptian Pounds and not exceeding one
million Egyptian Pounds.

Anyone who collected Personal Data without the
complying with provisions stipulated in Article (3) of
this Law shall be penalized with a fine not less than
two hundred thousand Egyptian Pounds and not
exceeding two million Egyptian Pounds.

Article (38)

Each Controller or Processor who did not perform
his obligations under articles (4,5,7) of this Law shall
be sanctioned with a fine not less than three hundred
thousand Egyptian Pounds and not exceeding three
million Egyptian Pounds.

Article (39)

Each legal representative of a juristic person who did
not adhere to their obligations under Article (8) of this
Law shall be penalized by a fine not less than two
hundred thousand Egyptian Pounds and not

exceeding two million Egyptian Pounds.

Article (40)

Each Data Protection Officer responsible for the
protection of Personal Data who did not abide by his
job requirements stipulated in article (9) of this Law
shall be penalized by a fine not less than two hundred
thousand Egyptian Pounds and not exceeding two
million pounds Egyptian Pounds.
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If a violation occurs as a result of the negligence of
the Data Protection Officer, the penalty shall be a fine
not less than fifty thousand Egyptian Pounds and not
exceeding five hundred thousand Egyptian Pounds.

Article (41)

Each Holder, Controller or Processor who collected,
divulged, disclosed, stored, transmitted, saved, or
Granted Access to Sensitive Data without the consent
of the Data Subject or in cases other than the ones
authorized by shall  be
imprisonment for a duration not less than three
months and a fine not less than five hundred
thousand Egyptian Pounds and not exceeding five
million Egyptian Pounds or by either of these
penalties.

law, sentenced  to

Article (42)

Each person who violates the conditions of Cross
Border Movement of Personal Data stipulated under
Articles (14, 15, and 16) shall be sentenced to
imprisonment for a period notless than three months
and a fine not less than five hundred thousand
Egyptian Pounds and not exceeding five million
Egyptian Pounds or by either of these penalties.

Article (43)

Each person who violates the Electronic Marketing
provisions stipulated under Articles (17 and 18) of
this law shall be penalized by a fine not less than two
hundred thousand Egyptian Pounds and not
exceeding two million Egyptian Pounds.

Article (44)

Each member of the board of directors or one of the
Center's employees who violates the obligations
stipulated under article (24) of this law shall be
penalized by a fine not less than three hundred
thousand Egyptian pounds and not exceeding three
million Egyptian Pounds.

Article (45)
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Each person who violates the provisions relating to
Licenses, Permits or Certifications stipulated under
this Law shall be penalized by a fine not less than five
hundred thousand Egyptian Pounds
exceeding five million Egyptian Pounds.

and not

Article (46)

Each person who prevents any of the Center's
employees who has police powers from performing
his work shall be sentenced to imprisonment for a
duration not less than six months and a sanction not
less than two hundred thousand pounds and not
exceeding two million pounds or by one of those two
sanctions.

Article (47)

The de facto manager of the violating juristic person
shall be penalized with the same sanctions stipulated
for violations of this Law, if it is proven that the
manager knew about the juristic person violation of
the Law and if his breach of the duties imposed by
the jutistic person contributed to the violation.

The jusistic person is jointy responsible for the
payment of damages, if the violation is committed by
one of its employees, under ifs name and for its
account and benefit.

Article (48)

In all cases, and in addition to penalties set forth
under this Law, the court stipulates that the
conviction be published in two widely published
newspapers and on the intemnet at the expense of the
convict.

In case of recidivism, the sanctions stipulated in this
chapter will be doubled with their minimum and
maximum limits.

The attempt to commit violations under this Law is
sanctioned with half the prescribed sanctions.

Settlement

Article (49)
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At any stage of the criminal proceedings and before
the issuance of a final judgment, the defendant may
evidence the settlement with the claimant, his
representative or his general successor with the
Center's approval before the public prosecutor's
office or the competent court in respect of the
violations stipulated under articles (35, 36, 37, 38, 39,
40, 41 and 43) of this Law.

Settlement with relation to the violations stipulated
under articles (42, 44 and 45) of this Law may be
reached with the Center at any stage of the
proceedings.

In all cases, the defendant who seeks settlement
before the initiation of criminal proceedings, shall pay
an amount equivalent fo half of minimum fine set
forth for the violation.

The defendant who seeks
initiation of criminal proceedings and before the

settlement after the

issuance of a final judgment, shall pay half of the
maximum fine set forth for the violation or the
adjudicated fine, whichever is higher.

The payment shall be made to the competent Court's
treasurer, the public prosecutor's office or the Center,
as the case may be.

Settlement entails the lapse of criminal proceedings
without any effect on the rights of the victim of the
violation.
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Data Protection Law

In the name of the People
The President of the Republic

The Parliament has resolved and issued the
following Law:

Article (1)

The provisions of this law and the accompanying
law shall apply with regards to the protection of
personal data of natural persons partly or fully
processed electronically by any holder, controller
or processor.

Article (2)

The provisions of this law shall apply to any person
that commits any of the violations stipulated in the
accompanying law, if the offender is an Egyptian
national inside or outside the Arb Republic of
Egypt, or 2 non-Egyptian residing within the Arab
Republic of Egypt, or a non-Egyptian outside the
Arab Republic of Egypt provided that the act is
punishable in any form in the country where it
occurred, and the data subject of the crime belongs
to Egyptian nationals or non-Egyptians residing
within the Arab Republic of Egypt

Article (3)

The provisions of the accompanying law do not
apply to the following:

1. Personal data of third parties retained by
natural persons and processed for personal
use.
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and information technology shall issue

Personal data processed for the purpose of
obtaining official statistical data, or pursuant to
alegal provision.

Personal data processed exclusively for media
purposes, provided that it is tme and accurate,
and not used for any other purpose, without
breaching the laws governing the press and
media.

Personal data related to judicial records,
investigations and judicial proceedings.

Personal data held by national security
authorities, and at their discretion for other
considerations.

The Center shall notify the controller or
processor upon the request of National
Security Authorities, to edit, erase, hide, grant
access to, or circulate personal data within a
specified period, according to national secutity
considerations. The controller or processor
shall comply with the notification within the
specified period.

Personal data held by the Central Bank of
Egypt and entities subject to its control and
supervision, with the esception of money
transfer companies and currency exchange
companies, provided that they observe the
rules established by the Central Bank of Egypt
regarding handling personal data.

Article (4)

The Minister responsible for telecommunication

the

executive regulation of the accompanying law
within six months from its effective date.

Article (5)

The Economic Courts shall have jurisdiction over
violations

committed in accordance with the

provisions of the accompanying law.

Article (6)
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